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V. SUMMARY OF CLAIMED SUBJECT MATTER 

Independent claim 1 recites "an electronic circuit for cryptographic processing, 
comprising: a first combinatorial logical circuit [Fig. l: 101] (page 7, lines 1-3), having 
an input, arranged to perform a first set of logical operations (page 7, lines 8-9) on an 
input data [Fig. l: 129] (page 7, lines 8-9) at the input and to produce a corresponding 
first output data [Fig. l: 131] (page 7, lines 8-9), the first output data [Fig. 1: 131] (page 
7, lines 8-9) having a first functional relation to the input data [Fig. 1- 129] (page 7, 
lines 8-9) for said input data [Fig. 1: 129] (page 7, lines 8-9) within a given range, and a 
second combinatorial logical circuit [Fig. 1: 103] (page 7, lines 1-3), having an input, 
arranged to perform a second set of logical operations (page 7, lines 8-9) on an input 
data [Fig. l: 129] (page 7, lines 8-9) at said input and to produce a corresponding second 
output data [Fig. l: 131] (page 7, lines 8-9), the second output data [Fig. l: 131] (page 7, 
lines 8-9) having a second functional relation to the input data [Fig. 129:] (page 7, lines 
8-9), said second functional relation identical to said first functional relation for said 
input data [Fig. l: 129] (page 7, lines 8-9) within said given range, wherein the first set 
of logical operations is different from the second set of logical operations (page 7, lines 
8-9), and a selector [Fig. l: 111] (page 7, lines 1-3) for receiving a given input data and 
dynamically selecting from among the first combinatorial logical circuit [Fig. 1: 10 1] 
(page 7, lines 1-3) for performing the first set of logical operations (page 7, lines 8-9) on 
the given input data and the second combinatorial logical circuit [Fig. V 103] (page 7, 
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lines 1-3) for performing the second set of logical operations (page 7, lines 8-9) on the 
given input data [Fig. l: 129] (page 7, lines 8-9) and producing output data [Fig. l: 131] 
(page 7, lines 8-9), and wherein the selecting includes inputting the given input data to 
the input of the selected one of the first [Fig. l: 101] (page 7, lines 1-3) and second [Fig. 
l: 103] (page 7, lines 1-3) combinatorial logical circuits and outputtmg a selected first 
cryptographic processing output [Fig. V 131] (page 7, lines 8-9), the selected first 
cryptographic processing output [Fig. l: 131] (page 7, lines 8-9) being the output of the 
selected one of the first [Fig. l: 101] (page 7, lines 1-3) and second [Fig. l: 103] (page 7, 
lines 1-3) combinatorial logical circuits." 

Independent claim 5 recites: "An electronic circuit for cryptographic processing, 
comprising: a combinatorial logical circuit to perform logical operations on input data 
and to produce an output data, a storage circuit for storing the output data produced by 
the combinatorial logical circuit, wherein the storage circuit comprises a first encoding 
means [Fig. 4: 403] (page 11, lines 1-6) for encoding the output data into a first encoded 
output data [Fig. 4: 427] (page 12, lines 8-10), a storage element [Fig. 4: 401] (page 12, 
lines 8-10) for retrievably storing the first encoded output data [Fig. 4- 427] (page 12, 
lines 8-10), a corresponding first decoding means [Fig. 4- 405] (page 11, lines 1-6), 
arranged for decoding the first encoded output data [Fig. 4- 427] (page 12, lines 8-10) 
into said output data [Fig. 4- 431] (page 12, lines 16-18) after retrieving the first 
encoded output data [Fig. 4: 427] (page 12, lines 8-10) from the storage element [Fig. 4: 
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401] (page 12, lines 8-10), and wherein the electronic circuit is arranged to dynamically 
control the activation of the first encoding means [Fig. 4- 403] (page 11, lines 1-6) and 
the corresponding first decoding means [Fig. 4- 405] (page 11, lines 1-6)." 

Independent claim 10 recites: "A method of processing cryptographic data, 
comprising: using a set of logical operations for processing input data and producing 
output data, storing the output data in a storage element, wherein the storing 
comprises: encoding [Fig. 4- 403] (page 11, lines 1-6) the output data into an encoded 
output data [Fig. 4: 427] (page 12, lines 8-10), storing the encoded output data [Fig. 4- 
427] (page 12, lines 8-10) in the storage element [Fig. 4- 401] (page 12, lines 8-10), 
retrieving the encoded output data [Fig. 4- 427] (page 12, lines 8-10) from the storage 
element [Fig. 4- 401] (page 12, lines 8-10), decoding [Fig. 4: 405] (page 11, lines 1-6) the 
encoded output data [Fig. 4- 427] (page 12, lines 8-10) retrieved from the storage 
element [Fig. 4: 401] (page 12, lines 8-10), and dynamically controlling the encoding 
[Fig. 4- 403] (page 11, lines 1-6) of the output data into an encoded output data [Fig. 4- 
427] (page 12, lines 8-10) and the corresponding decoding [Fig. 4- 405] (page 11, lines 1- 
6) of the encoded output data [Fig. 4- 427] (page 12, lines 8-10) retrieved from the 
storage element [Fig. 4- 401] (page 12, lines 8-10)." 

Independent claim 16 recites: "A method of processing cryptographic data, 
comprising: generating a mode signal having one of a given plurality of states; 
receiving a given input data and generating a cryptographic processed data output, said 
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generating including: generating a first input data, wherein the first input data is a 
selected one of a mask of the given input data and a not mask of the given data, the 
selection based on the state of the mode signal; generating a second input data, wherein 
the second input data is the other of the mask of the given input data and the not mask 
of the given data, performing a first set of logical operations [Fig. 3:319] (page 10, lines 
2-4) on the first input data to generate a first output data, the first set of logical 
operations [Fig. 3: 319] (page 10, lines 2-4) embodying a given input-output function, 
performing a second set of logical operations [Fig. 3: 321] (page 10, lines 2-4) on the 
second input data to generate a second output data, the second set of logical operations 
[Fig. 3: 321] (page 10, lines 2-4) being different (page 10, lines' 14- 18) than the first set 
of logical operations [Fig. 3: 319] (page 10, lines 2-4) and the second set of logical 
operations [Fig. 3: 321] (page 10, lines 2-4) embodying the same given input-output 
function, and merging [Fig. 3: 317] (page 9, lines 32-34) the first output data and the 
second output data to generate the cryptographic data output [Fig. 3: 333] (page 10, 
lines 21-23); repeating said generating a mode signal to have a different one of the 
given plurality of states; and repeating said receiving a given input data and 
generating a cryptographic processed data output." 

Dependent claim 2 recites: "a third combinatorial logical circuit [Fig. 5: 511] 
(page 13, lines 11-13), having an input, arranged to perform a third set of logical 
operations on an input data [Fig. 5: 569] (page 13, lines 22-23) at said input and to 

- 5 - 



Application No: 10/587,727 
Docket No: NL040060US1 

produce a corresponding third output data [Fig. 5: 571] (page 13, lines 22-23), the third 
output data [Fig. 5: 571] (page 13, lines 22-23) having a third given functional relation 
to said input data [Fig. 5: 569] (page 13, lines 22-23) for input data [Fig. 5: 569] (page 
13, lines 22 -23) within a given range, and a fourth combinatorial logical circuit [Fig. 5: 
513] (page 13, lines 11-13), having an input, arranged to perform a fourth set of logical 
operations on an input data [Fig. 5: 569] (page 13, lines 22-23) at said input and to 
produce a corresponding fourth output data, the fourth output data having a fourth 
functional relation to said input data [Fig. 5: 569] (page 13, lines 22-23) identical to 
said given third functional relation, wherein the third set of logical operations is 
different (page 13, lines 23-26) from the fourth set of logical operations, and a selector 
[Fig. 5: 563] (page 13, lines 31-33) for receiving said selected first cryptographic 
processing output data and dynamically selecting from among the third combinatorial 
logical circuit [Fig. 5: 511] (page 13, lines ll-13)and the fourth combinatorial logical 
circuit [Fig. 5: 513] (page 13, lines 11-13) for performing logical operations on the 
selected first cryptographic processing output data and producing a second output 
cryptographic processing data, and wherein said selecting includes inputting the 
selected first cryptographic processing output data to the input of the selected one of 
the third [Fig. 5: 511] (page 13, lines 11-13) and fourth [Fig. 5: 513] (page 13, lines 11- 
13) combinatorial logical circuits." 

Dependent claim 3 recites: "a selection circuit [Fig. 5: 563] (page 13, lines 33-34) 
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for generating a selecting signal to select one combinatorial logical circuit from among 
the first [Fig. 5: 507] (page 13, lines 11-13) and second [Fig. 5: 509] (page 13, lines 11- 
13) combinatorial logical circuits, a splitter circuit [Fig. 5: 543] (page 13, lines 14-15) for 
inputting the given input data [Fig. 5: 569] (page 13, lines 22-23)to one of the first [Fig. 
5: 507] (page 13, lines 11-13) and second [Fig. 5: 509] (page 13, lines 11-13) 
combinatorial logical circuits, depending on the selecting signal, a merger circuit [Fig. 
5: 553] (page 13, lines 31-33) for outputting data from one of the first [Fig. 5: 507] (page 
13, lines 11-13) and second [Fig. 5: 509] (page 13, lines 11-13) combinatorial logical 
circuits, depending on the selecting signal." 

Dependent claim 4 recites: "a timing circuit [Fig. 4- 423] (page 10, lines 10-15) to 
determine the points in time at which the selection circuit [Fig. 4' 421] (page 10, lines 
32-34) generates the selecting signal to select one of the first [Fig. 4- 403] (page 10, 
lines 10-15) and second [Fig. 4- 407] (page 10, lines 10-15) combinatorial logical 
circuits." 

Dependent claim 6 recites: "a second encoding means [Fig. 4- 407] (page 10, lines 
10-15) for encoding the output data into a second encoded output data for storing in the 
storage element [Fig. 4- 401] (page 10, lines 10-15), a corresponding second decoding 
means [Fig. 4- 409] (page 10, lines 10-15), arranged for decoding the second encoded 
output data into said output data after retrieving the second encoded output data from 
the storage element [Fig. 4- 401] (page 10, lines 10-15), wherein the encoding of the 
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first output data is different from the encoding of the second output data, and wherein 
the electronic circuit is further arranged to generate a selecting signal to dynamically 
select from among the first encoding means [Fig. 4'- 403] (page 10, lines 10-15) and its 
corresponding first decoding means [Fig. 4: 405] (page 10, lines 10-15) and the second 
encoding means [Fig. 4- 407] (page 10, lines 10-15) and its corresponding second 
decoding means [Fig. 4- 409] (page 10, lines 10-15), for encoding and decoding of the 
output data." 

Dependent claim 7 recites: "a timing circuit [Fig. 4- 423] (page 10, lines 10-15) to 
determine the points in time at which the electronic circuit selects one from among the 
first [Fig. 4: 403] (page 10, lines 10-15) and second [Fig. 4: 407] (page 10, lines 10-15) 
encoding means and corresponding first [Fig. 4: 405] (page 10, lines 10-15) and second 
[Fig. 4- 409] (page 10, lines 10-15) decoding means." 

Dependent claim 12 recites: "a first mask circuit [Fig. l: 113] (page 7, line 5) for 
selectively masking and not masking, based on the signal, the given input data [Fig. 1 : 
129] (page 7, lines 8-9) for input to the first combinatorial logical circuit [Fig. l: 101] 
(page 7, lines 1-3), and a second mask circuit [Fig. V 115] (page 7, line 5) for selectively 
masking and not masking, based on the signal, the given input data [Fig. l: 129] (page 
7, lines 8-9) for input to the second combinatorial logical circuit [Fig. 1: 103] (page 7, 
lines 1-3)." 

Dependent claim 13 recites: "a first mask circuit [Fig. l: 113] (page 7, line 5) to 
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selectively mask and not mask, based on the signal, the given input data [Fig. l: 129] 
(page 7, lines 8- 9) and to input the selected masked and not masked given input data to 
the first combinatorial logical circuit [Fig. l: 101] (page 7, lines 1-3), and a second 
mask circuit [Fig. l: 115] (page 7, line 5) to selectively mask and not mask, based on 
the signal, to input the selected masked and not masked given input data [Fig. l: 129] 
(page 7, lines 8-9) to the second combinatorial logical circuit [Fig. l: 103] (page 7, lines 
1-3)." 

Dependent claim 15 recites: "wherein the selector [Fig. l: 111] (page 7, lines 1-3) 
includes an OR merger circuit [Fig. l: 109] (page 7, lines 1-3) to receive the output of 
the first combinatorial logical circuit [Fig. l: 101] (page 7, lines 1-3) and to receive the 
output of the second combinatorial logic circuit [Fig. l: 103] (page 7, lines 1-3), and to 
output, as the selected output [Fig. 1: 131] (page 7, lines 8-9), a logical OR of the output 
of the first combinatorial logical circuit [Fig. 1: 101] (page 7, lines 1-3) and the output of 
the second combinatorial logic circuit [Fig. l: 103] (page 7, lines 1-3)." 
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CONCLUSION 



In the event that the fees submitted prove to be insufficient in connection with 
the filing of this paper, please charge our Deposit Account Number 50-0578 and please 
credit any excess fees to such Deposit Account. Should there be any remaining issues 
that could be readily addressed over the telephone; the Examiner is asked to contact 
the attorney overseeing the application file, Juergen Krause-Polstorff, of NXP 
Corporation at (408) 474-9062. 
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